DRAFT for review by a Clinical Safety Officer. Adapt it to your practice before use.
DPIA (UK GDPR Article 35)  ·  Assess stage
Data protection impact assessment (DPIA)
What it's for: Records what personal data a tool uses, why it's lawful, the risks to people's privacy, and what you've done about them.
Who: Practice manager drafts it with the supplier's help. The DPO advises. A partner, as SIRO, accepts the remaining risk.
When: Before the tool is used with personal data. Reviewed when use changes, and at least yearly.
	Practice
	

	Tool and supplier
	

	DPIA version and date
	

	Completed by
	

	Data Protection Officer
	



1. Why we need a DPIA
	What the tool does and why a DPIA is needed






2. The data
Follow the data from start to finish. Ask the supplier for their data flow diagram, or draw your own as boxes and arrows, then list each flow in the table.
	#
	From → to
	What moves
	How

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	



	Question
	Answer

	Whose data?
	

	What data?
	

	Where does it come from?
	

	Where is it stored, and in which country?
	

	Who can see it?
	

	Is any of it shared or sent on?
	

	How long is it kept?
	

	Does the supplier use it for anything else, such as training AI?
	

	How many people?
	



3. Is it lawful?
	Question
	Answer

	Our role
	

	Lawful basis (UK GDPR Article 6)
	

	Condition for health data (Article 9)
	

	Confidentiality
	

	Data processing agreement in place?
	

	Supplier's DSPT status
	



4. Who we asked
	Who was consulted and what they said






5. Is it necessary and in proportion?
	Do we need all of this data? Could we do it with less? How do we tell patients and support their rights?






6. Risks to people's privacy
For each risk, score likelihood (remote, possible, probable) and severity (minimal, significant, severe) to give an overall rating (low, medium, high). The clinical risks go in the hazard log, not here.
	Risk
	Likelihood
	Severity
	Overall

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



7. What we're doing about them
	Risk
	Measures
	Residual risk
	Approved?

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



8. Sign-off
	Item
	Name and date
	Notes

	Measures approved by
	
	

	Remaining risk accepted by (SIRO or partner)
	
	

	DPO advice given
	
	

	DPO advice accepted or overruled?
	
	

	Caldicott Guardian consulted
	
	

	Next review
	
	



If a high risk remains that you can't reduce, you must consult the ICO before you start. Your DPO will advise.
From the Clinical Safety Toolkit for General Practice by Dr Niraj Samani. Written for the toolkit; free to copy and adapt. Not legal advice. Your Clinical Safety Officer signs off your practice's own documents.




